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“I’m not a kid anymore!”
Towards a teen-centric approach of online privacy management
Abstract
The youth constitutes the largest user base of social media networks. While this generation has grown up in a digitally immersed environment, they are still not immune
to the dangers the online space bears. Hence, maintaining their privacy is paramount.
The present article presents a theoretical contribution, that is based on a review of relevant articles. It sets out to investigate the importance adolescents attribute to online
privacy, which is likely to influence their willingness to disclose data. In line with a
“new privacy paradox”, information disclosure is seen as unavoidable, given the centrality of social networks to adolescents’ lives. This goes hand in hand with individual
privacy management. As individuals often lack knowledge as to how to protect their
privacy, it is essential to educate the youth about their possibilities, equipping them
with agency and self-responsibilization. This corresponds with a teen-centric approach
to privacy as proposed by the TOSS framework.

Zusammenfassung
Die Jugend bildet die größte Nutzerbasis von Sozialen Medien. Obwohl diese Generation in einem digitalisierten Umfeld aufgewachsen ist, ist sie dennoch nicht immun
gegen die damit einhergehenden Gefahren. So ist etwa die Wahrung der Privatsphäre
von größter Bedeutung. Ziel des vorliegenden theoretischen Beitrags ist es, zu untersuchen, welche Bedeutung Jugendliche dem Datenschutz beimessen, die offenkundig
ihre Bereitschaft zur Preisgabe persönlicher Daten beeinflusst. Im Zusammenhang mit
einem „neuen Privatsphäre-Paradoxon“ wird die Offenlegung derartiger Daten angesichts der zentralen Bedeutung sozialer Netzwerke für das Leben von Jugendlichen als
unvermeidlich angesehen. Dies geht Hand in Hand mit einem individuellen Datenschutzmanagement. Da Einzelpersonen häufig nicht wissen, wie sie ihre Privatsphäre
schützen können, ist es entscheidend, Jugendliche über ihre Möglichkeiten aufzuklären und sie mit Entscheidungsfreiheit und Selbstverantwortung auszustatten. Dies entspricht einem jugendorientierten Ansatz des Datenschutzes, wie er etwa vom TOSSFramework vorgeschlagen wird.
Keywords: Privacy, privacy management, privacy paradox, agency, teen-centric
aproach
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1 Introduction
Having grown up in a technologically immersed environment, the youth – as “digital
natives” (Prensky, 2001) respectively the “generation always on” (elbdudler, 2018) – has
received heightened attention in academia. Conditioned by their avid social media usage and Internet activities (Blank et al., 2014), their online (communication) behaviors
have been subject to much scrutiny (e.g., Petronio & Durham, 2008; Robinson, 2016).
The Internet has literally led to the emergence of an “electronic panopticon“ (Haggerty, 2006), granting the youth not only public exposure but also increasing their struggles as to maintaining their privacy. Youth surveys in Germany (cf. Statista, 2018a) revealed that teenagers aged 14-19 considered data protection either as very important
(27%) or important (39%). Similar numbers are reported by the Bravo YouGov study
(2018). Albeit privacy and privacy protection seem to be core values for the general population regardless of age, individual behaviors often contradict these claims.
A so-called “privacy pragmatism” has been commonly used to describe both teenagers’ and adolescents’ behaviors with regard to managing their private information
(Raynes-Goldie, 2010). This behavior is characteristic of “people who are concerned
about their privacy but are willing to trade some of it for something beneficial” (Raynes-Goldie, 2010). In literature, this phenomenon is discussed as privacy paradox (Barnes, 2006). This suggests that individuals – and especially the youth – have developed
a rather lax attitude towards information disclosure, which is usually coupled with a
high degree of unawareness as to what could happen with their data (Barnes, 2006).

2 Privacy and data protection
The online world is characterized by a lot of dangers, often referred to as cyber risks
(boyd, 2014). These risks are grounded in the affordances of social media, meaning that
content is searchable, replicable outside of social networks, as well as accessible to invisible audiences (boyd, 2008; boyd, 2014). Given these dangers and high abuse potentials, individuals have been found to be increasingly concerned about their privacy (Madden & Rainie, 2015; Trepte, 2016). In general, privacy describes “a state of limited access to a person” (Schoeman, 1984) respectively “[personal] data” (Smith et al., 2011)
and is regarded as the “selective control of access to the self ” (Altman, 1975, p. 18). As
such, privacy alludes to the fact that individuals can choose which information about
their person is published – and which is not (Nissenbaum, 2009). As “owners” of their
information, they have the right to control the access to their data (Petronio, 2002).
A plethora of articles from various academic disciplines have dealt with the topic
of privacy in the context of digital communication (for an overview, see Knijnenburg
et al., 2013). Previous research (Ponciano et al., 2019) has grouped individuals into different categories, depending on their levels of privacy concern1):
1)
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Privacy concerns refer to individuals’ worries as to the negative consequences of sharing information with others
(Cho et al., 2010; Zhou & Li, 2014).
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fundamentalists (high privacy concerns paired with high distrust in business and
technology), pragmatists (moderate privacy concerns paired with moderate distrust in
business and technology), and unconcerned (low to no concerns paired with low to no
distrust in business and technology). The youth has been found to widely vary with
regard to their privacy concerns as well (e.g., see Walrave et al., 2016).

2.1 Different forms of privacy
In the online context, different forms of privacy regulation can be identified, which
grant varying degrees of responsibility to individuals: privacy by design, privacy by
default as well as privacy as forsaken. Privacy by design postulates that privacy – as a
value – has to be taken into account in the development and design process already,
while privacy by default alludes to the fact that a commercial party is only granted
access to data that can be used for specific (limited) purposes (EDPS, 2019). Privacy
as forsaken portends that – in the digital age – individuals lose control over their data
as soon as they post it online (James, 2014). The last aspect has been found to be expressive of the current youth’s mindset, for whom two additional categories have been
identified: privacy as social and privacy “in your own hands” (James, 2014). According
to the prior category, adolescents announce not to post anything that is of concern,
while trusting others not to use the personal information they shared against them. The
latter – privacy “in your own hands” – presupposes individualized responses to privacy
(James, 2014).
While protecting personal information is absolutely vital for all age groups, it is of
particular importance for teenagers and adolescents (Robinson, 2016). Previous research has indicated that when it comes to privacy managements, adolescents’ and
adults’ behaviors are significantly distinct from one another, as the latter engage in more elaborate and sophisticated thought processes as to which data to share (Petronio,
2002). Adolescents, on the other hand, seem to be burdened by the realization that privacy requires some active doing on their part.

2.2 Privacy and the youth
Adolescents are renowned to be active digital citizens, who are “much more active and
social with their use of media” when compared to other user generations (Cassidy et
al., 2013, p. 594). Studies have confirmed that they share a plethora of information on
their profiles, ranging from their name, contact information, over location, to political views and employment information (Peterson, 2010; Steijn, 2016; Robinson, 2016).
Teenagers have been found to use social media first and foremost for purposes of selfdisclosure. Self-disclosure alludes to an act of providing personal information to other
people (Petronio & Durham, 2008; Robinson, 2016) and is central to relationship building (Sprecher & Hendrick, 2004). In the social media context, it describes “the
amount of information shared on [a] user’s proﬁle as well as in the process of the communication with others” (Krasnova & Veltri, 2010, p. 2). As such, self-disclosure en-
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tails a conscious choice to achieve a balance as to which information is disclosed and
which information is disguised or concealed (Petronio & Durham, 2008).
“Teenagers will freely give up personal information to join social networks on the
Internet” (Barnes, 2006). While this tendency is pronounced amongst individuals of
all ages, it is quite characteristic of the younger generation, who – albeit being expressively concerned with maintaining their privacy – has a habit of “oversharing”, i.e. disclosing a lot of sensitive, personal information and not utilizing any privacy management practices (Adorjan & Ricciardelli, 2019). This might be conditioned by adolescents’ “nothing to hide” attitude, making them not consider privacy as a sensitive
and important value (Barnes, 2006; Adorjan & Ricciardelli, 2019). Some authors have
even gone as far as claiming that the youth have become less shameless and, thus, do
not worry about their privacy at all (boyd, 2014; Livingstone, 2003; Nussbaum, 2007).
Privacy is closely linked to individuals’ social lives respectively social norms (Nissenbaum, 2011). Already in 2010, Marc Zuckerberg proclaimed that privacy no longer qualifies as a “social norm” (Johnson & Vegas, 2010), stating that “people have really
gotten comfortable not only sharing more information and different kinds, but more
openly and with more people. That social norm [i.e. open data sharing] is just something that has evolved over time“. Whether this claim holds true, will be scrutinized in
the next paragraph.

3 Privacy: control or paradoxical behavior?
Following Trepte (2016), two forms of online privacy attitudes can be identified: (1)
privacy as lost in concerns and (2) privacy as a question of benefits and gratifications.
Privacy as lost in concerns postulates that individuals are highly concerned about their
privacy and aim to protect it by all means (Trepte, 2016). This is reflected in recent statistics, according to which 43% of German adults respectively 47% of German adolescents regard the protection of sensitive, private information as highly important or important (Statista, 2019d). For this reason, they also indicate to share data only selectively (Statista, 2019e). On the other hand, disclosure of private data is also linked to benefits and gratifications individuals wish to obtain in doing so (Trepte, 2016). Research
has demonstrated that these benefits predominantly concern self-presentation, social
support, attention, friendships and relationships amongst others (Taddicken & Jers,
2011; Ellison et al., 2011; Steinﬁeld et al., 2008; Krämer & Haferkamp, 2011).
Previous studies have shown that user behavior is quite hard to predict. While some studies found no relationship between age and privacy concerns (Phelps et al., 2000;
Youn, 2005; Taddicken, 2014; Hoofnagle et al., 2010), other scholars report that younger people are “more likely to know and use privacy protection strategies than older
consumers” (Youn, 2005, p. 94). Another set of studies, however, revealed younger
people to be “naïve to the effectiveness of [privacy management] strategies” (James,
2014: p. 36).
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3.1 Privacy management
In recent years, social networking sites have started to delegate responsibility for
privacy settings to users (Baruh & Popescu, 2015), appealing to their individual agency
to protect information from their peers (“privacy in your own hands”; James, 2014). For
individuals, privacy management entails setting up boundaries between what data is
accessible and what data is kept private (Taddicken, 2014; Trepte et al., 2015). In the
online context, it most frequently refers to the privacy protection measures individuals
engage in (Dienlin & Trepte, 2015; Zhou & Li, 2014); Paine and colleagues (2007, p.
532) call these strategies “privacy actions”.
A number of studies has shown that privacy concerns drive individuals to implement privacy management practices (Wu et al., 2012; Utz & Kramer, 2009). In most
instances, privacy management comprises privacy protection behaviors, which can
take a variety of forms (e.g., see studies by Son & Kim, 2008; Lutz & Strathoff, 2014;
Spiekermann et al., 2010), including the creation of one or more fake accounts, deleting undesired content, using pseudonyms, offering incorrect information regarding
age or location, as well as utilizing advanced privacy settings (Bailey & Steeves, 2015;
boyd, 2014; James, 2014; Raynes-Goldie, 2010; Wang et al., 2011). Additionally, teenagers have started to communicate in code, delete posts or comments, temporarily deactivate their accounts (boyd, 2014), disable location services as well as employ selfcensoring techniques (e.g., Bailey & Steeves, 2015; Raynes-Goldie, 2010; Wang et al.,
2011; Hoy & Milne, 2010; Patchin & Hinduja, 2010) – actions, that are indicative of
their (elaborate) technological skill levels (Blank et al., 2014). Similar strategies have
been confirmed by recent opinion polls (Statista, 2020d).
One theory explicitly dealing with individuals’ privacy management strategies is the
Communication Privacy Management (CPM) theory (Petronio, 2002). This theory
postulates that privacy describes the balance between information accessibility and retreat (Taddicken, 2014; Trepte et al., 2015), resulting from individuals’ privacy rules –
describing all strategies individuals apply to control their informational boundaries
(Petronio, 2002). As such, CPM theory “makes private information, as the content of
what is disclosed, a primary focal point” (Petronio, 2002, p. 3) and is regarded as a “ﬁrst
step toward building a theory of online privacy management” (Metzger, 2007, p. 21).
According to Petronio’s theory, individuals base their choices on six principles, namely three assumption maxims (i.e. how individuals manage information disclosure)
and three interaction maxims (i.e. the degree of information revealed to others; Petronio, 2002; Petronio & Durham, 2008). Two assumption maxims are of relevance in
this context: the conceptualization of private information, alluding to the fact that individuals can purposely decide to keep a selected set of information private (Petronio
& Durham, 2008); and privacy rules, which do not only govern which information individuals provide but also influence the establishment of privacy boundaries (Petronio & Durham, 2008). The importance ascribed to selected maxims will then impact
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individuals’ willingness to accept compromises regarding their privacy by granting others “co-ownership” of their data (Petronio & Ventis, 2017).

3.2 Privacy paradox
In literature, individuals’ controversial behavior in terms of data disclosure has received a significant amount of attention, where it is discussed as “privacy paradox” (Norberg et al., 2007; boyd & Ellison, 2007; Acquisti & Grossklags, 2005; Smith et al., 2011;
Schütte, 2019). In detail, this paradox refers to individuals who share personal information even though they expressing concern that their privacy might be invaded or
harmed – thus, their actions contradict their beliefs (Gerber et al., 2017; Schütte, 2019).
As such, the privacy paradox is expressive of “a disjuncture between what is said about
privacy and what is done in practice” (Adorjan & Ricciardelli, 2019).
In academia, the privacy paradox has predominantly been discussed in the context
of social media and digital technologies (Acquisti & Gross, 2006; Barnes, 2006; Quinn,
2016; Tufekci, 2008). Scholars have identified three primary causes for the existence of
the (digital) privacy paradox: (1) a lack of understanding regarding the risks associated with information disclosure, (2) a lack of skills to protect individual privacy, and
(3) the relevance of social media platforms to individuals’ self-identities (Hargittai &
Marwick, 2016). Especially the last point suggests that “cyber abstinence” is not seen
as an alternative by teenage users (Adorjan & Ricciardelli, 2019, p. 10), for “the need
to be seen is greater than the fears […] about privacy intrusions” (Tufekci, 2008, p. 34).
Contradicting behaviors on behalf of individuals might be triggered for a reason,
as granting third parties access to private data usually comes with a “surplus value” (Dinev & Hart, 2006). This surplus has commonly been referred to as privacy calculus –
i.e. the cost of using certain services or tools outweighs potential risks of disclosing private information (Dinev & Hart, 2006; Ellison et al., 2011). A premium can thereby either take monetary form (e.g., virtual rewards, special offers; Piwek et al., 2016), or social form (inclusion, participation; Dinev & Hart, 2006). For teenagers, core benefits
are social media-enhanced socialization and communication, learning opportunities,
and access to a wide spectrum of information (O’Keefe & Clarke-Pearson, 2011).

3.3 Towards a “new privacy paradox”
Authors have argued that in the Internet context “[t]echnology creates privacy issues
that appear to fall outside the bounds of our traditional analysis” (Austin, 2003, p. 164).
Blank and colleagues (2014) urge for a redefinition of the privacy paradox and propose
a “new privacy paradox”. As both teenagers and young adults are avid social media
users, who regard social media to be a core aspect of their personal identities (boyd,
2010), they are forced to take compromises with regard to information disclosure into account since social media platforms do not provide adequate privacy protection
tools (Blank et al., 2014). This then suggests that adolescents and teens, whose lives predominantly take place online, are literally forced to accept privacy invasions in order
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to benefit from using social media. Taddicken (2013, p. 268), for example, determined that “for many users, refusal to participate in the social web is not perceived as a possible alternative”. As a consequence, the youth is constantly asked to weigh the potential risks associated with data disclosure when compared to the possible benefits associated with being on social media (e.g., Chang & Heo, 2014; Taddicken, 2014; Debatin et al., 2009). The younger generation even regards this “compromise” as unavoidable, as otherwise they would be deprived of connecting with their online peers (Regan & Stevens, 2010). Hence, “the[ir] need to be seen is greater than the fears [they]
have about privacy intrusions” (Tufekei, 2008, p. 34).

4 Educating the youth
The previous discussion illustrates that it seems to hold true that privacy is increasingly
“in [teens] own hands” (James, 2014), requiring individuals to engage in privacy-protective behaviors (Baruh & Popescu, 2015). Hence, calls to invest in individual skill development have been repeatedly uttered (Morlock et al., 2018; Iachello & Hong, 2007;
Benndorf & Normann, 2017; Trepte et al., 2015). Building up individual competencies
is seen as crucial, for those who reportedly possess high Internet usage skills have been
found to be more likely to change their privacy settings on a regular basis (boyd & Hargittai, 2010). This is particularly true of the younger generation (Madden & Smith,
2010; Blank et al., 2014).
Continuous changes to social networking sites’ privacy settings have led to a lot of
confusion, challenging users to keep track as to what happens to their data (boyd &
Hargittai, 2010; Stutzman et al., 2013). For this reason, scholars propose a paradigm
shift, moving away from monitoring and controlling teens (“privacy as prevention”;
Wisniewski et al., 2017a, 2017b) towards empowering them (Wisniewski, 2018). Adolescents need to play their part in maintaining their privacy, becoming “agentic beings”
(Davis & Jurgenson, 2014, p. 476) through the process of self-responsibilization (Livingstone, 2003; Prensky, 2001). Broadly speaking, self-responsibilization alludes to the
ways the youth perceives and responds to warnings about potential online harms
(Adorjan & Riciardelli, 2019). This participatory approach involves educating adolescents to become “agents of their own safety” (Wisniewski, 2018, p. 2) and is expressive of the fact that “as a society, we often spend so much time worrying about young
people that we fail to account for how our paternalism and protectionism hinders teens’
ability to become informed, thoughtful, and engaged agents” (boyd, 2014).
Instead of teaching adolescents to practice abstinence to protect them from onlinerisks, teens should be equipped with skills to make educated yet calculated privacy decisions (boyd, 2014; Wisniewski, 2016). For this reason, researchers have started to increasingly advocate a personalized approach to privacy (Kobsa, 2001; Wang & Kobsa,
2007).
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5 Towards a teen-centric approach to privacy
One framework that takes teens’ autonomy into account is the Teen Online Safety Strategies framework (TOSS), which aims to resolve the tensions stemming from parental control of teenage surfing behavior by moving towards teenage self-regulation. It intends to create awareness for adolescents’ motivations respectively actions to disclose
personal information by encouraging self-monitoring (Wisniewski, 2018). Self-monitoring is thereby perceived as a resilience strategy, meaning that in spite of perceived
risk, individuals are able to thrive (Stevenson & Zimmerman, 2005). Teens also exercise impulse control, e.g. by not giving in to their current desires, as they are able to anticipate the long-term effects of their behavior. For this reason, they decide to opt out
and not to utilize particular platforms because they associate negative consequences
with their use. Finally, risk coping suggests that in case of a negative event, the situation will be assessed and appropriate strategies to overcome potential harm will be employed (for a more elaborate discussion, see Figure 1 and Wisniewski, 2018).

Figure 1: TOSS Framwork (Wisniewski, 2018, p. 3)

While the model suggests moving away from parental control, parents nonetheless can
or should play a central role in addressing teens’ privacy concerns (Steeves, 2014). A
2016 Pew study determined that “94% of parents say they ever talk with their teen
about what they should share online, while 92% say they have ever talked with their
teen about what constitutes appropriate online behavior towards others” (Anderson,
2016, p. 4). In order to protect their loved ones, a market for parental control software
has emerged, providing parents with the tools to keep their children safe (Hackread,
2016). However, instead of monitoring every move of their children, parents are called upon to pass on the reins and foster teenage autonomy.
Besides “participatory parental mediation” (Ko et al., 2015) or the “value sensitive
design” of apps and platforms (Friedman et al., 2013), education and raising awareness
are paramount (Wisniewski et al., 2017a). As new technology in general and social
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media in particular are an essential part of teenage life (Wisniewski et al., 2017b), parents and teens should build a relationship that is based on trust and mutual understanding. Parents are further asked to award their children both freedom and room for
experimentation (Erickson et al., 2015), which would correspond with teens’ need for
autonomy and development (Wisniewski et al., 2017b).
Overall, the benefits of shared decision making (amongst parents, teens, educators
and social networking sites) need to be stressed (Marwick & boyd, 2014). While parents are key actors in educating their children about the necessity of protecting their
privacy (Steeves, 2014), schools are central to changing adolescents’ “misconceptions”
as to not having the power to limit access to their information (Parris et al., 2014). At
the same time, the affordances of information systems can assist individuals in managing their privacy (Knijnenburg & Kobsa, 2013). This last aspect is in line with claims
by Lampinen et al. (2011) and Wisniewski et al. (2012), who demand service providers
to step up and ease the burden put on individuals with regard to managing their
privacy.

6 Conclusion
The present-day youth has been brought up in a mindset, which postulates that privacy
is something that cannot be achieved in the online context (Adorjan & Ricciardelli,
2019). Studies in support of a so-called “privacy pragmatism” have produced evidence
of teens’ willingness to trade off some of their information in exchange for a received
benefit (Raynes-Goldie, 2010). This compromise seems to be an unavoidable consequence of the “new privacy paradox” (Blank et al., 2014), according to which teenagers
are more willing to disclose personal data if they receive some benefits in return (Youn,
2005).
Nonetheless, privacy seems to be in stark contrast with social media affordances
(Trepte, 2016). Now more than ever, the protection of individuals’ privacy requires an
active doing on behalf of the individual, for it is up to them to decide whether they want
to grant or deny third parties access to their personal information (Nippert-Eng, 2010).
This suggests that every “individual has the ability to decide whether or not someone
else needs to know or access something and have her or his wishes followed” (NippertEng, 2010, p. 8). Most social media networks operate on a “public by default, private
through effort” policy (boyd, 2014, p. 61), suggesting that it takes some pro-active effort on behalf of individuals to limit access to their personal information. Hence, the
protection of privacy presupposes individuals to employ privacy management strategies (Davis & Jurgenson, 2014). For this reason, “developing teens’ skills is crucial”
(Adorjan & Ricciardelli, 2019, p. 26). Only if awareness amongst teenage users is pronounced, they are able and willing to enforce stricter privacy settings, for instance, on
social media (Marwick et al., 2010).
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It is important that young adults, as digital natives (Livingstone, 2003), are familiarized with the dangers of the Internet (Blank et al., 2014). Instead of imposing rules on them regarding their privacy management (following a paternalistic approach;
boyd, 2014), teenagers should be educated and empowered to take precautionary measures themselves and weigh the consequences of their online participation (Wisniewski, 2018). Their decisions are, of course, not to be seen in isolation, but are bound
to the regulatory affordances of social media platforms, which are subject to constant
change (Hargittai & Marwick, 2016). Only if teenagers and adolescents are aware of the
dangers of the Internet, negative consequences can be mitigated in the long run.
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