COUNTERFAKE: A scientific basis for a policy fighting fake news and hate speech 7

Table of contents

DOI: 10.24989/0cg.v.342.01

OPEN-GOVERNMENT AND OPEN-DATA AGAINST FAKE NEWS AND HATE SPEECH.....3
Foreword by Dr Andreas Kiefer, General Secretary of the Congress .........cccccceevveeiieviienienieeieeenen. 5
Introduction and Management SUMMATY ...........cecuierieiiieniienieeieesiee et esteeseteebeeseeesnaeenbeesseesnneeseenens 15
1.  What is “fake news” and “hate speech” and how do they work in practice? ...........cccceuveenne.e. 17
1.1. Introduction and defiNItiONS .........coc.eiiuiiriiiiiieie e 17
Lo LT FAKE MEWS ..ttt sttt ettt et et nbe e 17
1.1.2. HALE SPEECH ...eiiiiieciie ettt et e et e e e e e e abeeeaaeeesbaeennraeennreean 18
1.2. What can be a universal definition for fake news or hate speech?...........ccccceeevieriveinieenneen. 19
L.2.1. FAKE MEWS ..ttt ettt et ettt et ettt e bt n 19
1.2.2. HAtE SPEECH ...eeieiieeiie et ettt e e e ettt e e ae e s ae e e nae e esaeeenneeennneeennree s 19
1.3. What are the reasons for the existence of fake news and hate speech?............ccccovvvvvieiennn. 20
L300 FAKE MEWS ..ttt sttt b et e b et ettt et e bt et et e b e 20
1.3.1.1. CONSPITACY tNEOTIES ...uvieiiieiieiiieiiieiie ettt ettt te ettt e st e et eseesateenbeesseesnseeaeesnneenneas 21
1.3.1.2. FINANCIAL TRASOMS ...ttt sttt ettt ettt ettt sbe e 21
1.3.1.3. POIICAl IOLIVES ...ttt ettt 21
1.3.1.4. FOT fUN OF SALITE ....veeiviiieiiieeiieeeiee ettt et et e et e e et e e et e e eaaeeeaaeeeaseeessseeensseesnseeennseens 21
1.3.2. HAtE SPEECH ...eeieiiiiieeeie ettt ettt ettt e e e s ae e et e e et e e enaeeennraeennaee s 22
1.3.2.1. SOCIAI TRASOMS ...ttt ettt ettt ettt e e saeesane s 22
1.3.2.2. POIEICAL TNOTIVES ...ueiieiieiiiieciieeeiieeeitee ettt ettt e et e et e e s e e saeesaaeeenseeesnseeessseesnsaeennseens 23
1.3.2.3. PErSONAl TEASOMS ...cuteiiiiiiiiiiieeiie ettt ettt et e bt ettt e e bt e e st et e saeeeabe e aeeeanean 24
1.3.2.4. FINANCIAL GAINS......eoiiiiiiiieiieiieeie ettt ettt ettt saeesbeetaesnbeesseessaeenseeseessseensaenssenssennseas 25
1.3.2.5. Propaganda.........c.cooieeuiieiiieiieeit ettt ettt ettt ettt sttt et ebeeenbe et e e eneesnaeentean 25
1.4. What are the harmful impacts of “fake news” and “hate speech™?.........ccccevvvviviiieniieennenn. 26
L4 1. FAKE MEWS ..ttt ettt ettt b et e h ettt ettt e s bt e et e b enee 26
R B 013 1< TSP PSRSURR 26

L .2 POLIEICS et e e e e e e e e e e e e e e e e e e e e e e et ———————————— 27



8 COUNTERFAKE: A scientific basis for a policy fighting fake news and hate speech

L4, 1.3, ECOMOMIY .....iiiuiiiiiiiieeeiiie ettt ettt ettt e sttt e et e e st e satteesabeeenbeesaseeesnbeeenaseeennseenn 27
O B S & (721 L o TSRS 27
1.4.2. HAte SPEECH ...eoueiiiiiie ettt ettt e et e et e e s beeessaeeesaeeesseeennreeenreean 28
| B 10103 1< PSSR 28
1422, POITEICS 1.ttt ettt et e b e e et et e s at e et e e bt e e nteebeeeneeeanean 28
1.5. Ethics 10 SOCIAl MEAIA.....cciuiiiiiiiiiiieee et 29
1.6. Legal requirements and problems ...........c.coovieiieiiieiieiiieiieie et 33
1.7. What can be a possible solution to encounter fake news or hate speech? ..........cccccecvevuenee 34
References CRAPLET 1 ......oooiiiiiiiiiiie ettt ettt e e et e et e e esaaeesnseeenseeenseeennnas 35

2. How do fake news and hate speech affect political discussion and target persons and how can

thEY DE AETECTEA? ..ottt ettt ettt e et esae e e b e ebeeenteenbeeseeenneenseenes 37
2.1. The distinction between Freedom of Expression and hate speech and fake news................. 37
211 FAKE MEWS ..ttt ettt ettt h ettt ettt ettt et nae e 38
2.1.2. HAte SPEECH ..ttt ettt et ettt ettt et e ettt e bt e snaeenneas 38
2.2. How fake news can be identified, especially in a social media context...........c.ccccveeeveenenn. 41
2.2.1. Structure 0f the MESSAZE ....c.veevieriieeiiieiieiie ettt ettt ettt e te et esaeeenteenseenseeeneeas 43
2.2.2. COoNSIACT the SOUITE ....ecuvvieeiiieeciiieeiieeeiee et e e etee e et e e etteeeaeeesaeeesaaeessaeessseeesseeeseeesaseeennseens 44
2.2.3. AULhOT / IMPTINT ..eiiiiiieiiieciie ettt ettt e et e e e e e e e esaeeeaseesnneeesaseeesseennseens 44
2.2.4. Comparison With Other SOUICES ........eeiiuiiiiiiiiiiiieiie ettt e e 44
2.2.5. OTigIN Of @ MESSAZEC ....uvieuvieiieeiiieiieeiie et erteeeteeteestteete e bt essaeeeseeseessaeenseenseesssesnseenseesssesnseas 45
2.2.6. Plausible and actual information ............cooieiiiiiiiiiiiieeee e 45
2.2.7. Images, videos and audio fIleS ..........covoviiiiiiiiiiiiiie e 45

2.3. How can hate speech be identified? Identify the conditions conducive to the use of hate speech..47

2.4. Effect on political discussion, democracy, economy and SOCIELY .........ccceeveervereeruereeniennenn 48
2.4.1. EAFECtS 1N ZENETAL.....oiiiiiiiiiiiieiieieeee ettt ettt st e e et eesaeesnaeenraes 49
2.4.2. Effects on political diSCUSSION ........ceviiiiieriieiiieiiesiie ettt ettt e esneeeneeas 50
2.4.2.1. Impacts on SUPPOTLETS/TOLIOWETS ......c..eeeiuiiiiiiieiie ettt e e 51
2.4.2.2. IMPACLS ON OPPONEINLS ...eeuiiiireeiiiieeeriiieeeeieiteeeeiteeeessiteeeessnrreeessaeeeesaseeeesasseeeessseeessnsseees 52

2.4.2.3. Impacts on impartial iIndividuals ...........ccoooiiiiiiiiiii e 53



COUNTERFAKE: A scientific basis for a policy fighting fake news and hate speech 9

2.4.3. Effects ON AEMOCTACY ....cvieiuiiiiieiieeiie ettt ettt ettt et siaeebeesseeesaeesseessaeeneeenseenseeenseas 53
2.4.3.1. Impacts on supporters/TOlIOWETS ..........cccuiiiuiiiiiiiiiiiee e 55
2.4.3.2. IMPACES ON OPPONECILS ...eeeueeiireeiiiieeeeiiieeeeietreeeeareeeeentreeesssareeeasnseeesssseeeesssseeessssseeeesnsssees 55
2.4.3.3. Impacts on impartial iIndividualS..........ccceeeriiiiiiiiiiiie e 56
2.4.4. EffECS ON ©COMOIMY ...viiiiviiiiiieeitiieeitieeeiteeetteesteeeaaeeesbeeesaseessaeessseeesseessseeesssesesseesnseeensseens 56
B B Tl B i 1101 1 o) 4 B0 To3 1<) PSSR 57
2.5. Why do people fall for fake NeWS?.......c.coouiiiiiiiieiiecieceeeee et 59
2.5.1. COGNILIVE DIAS....uiiiiiiiiieeiieeiieciie ettt ettt e sttt esteeeaeebeessaeenbeeseeesseenseensaesnseenseesssesnseas 60
2.5.2. The role of Mass MEdIA .........oouiiiiiiiiiiee et 66
2.5.3. The role of social media platforms...........ccceeeiiiiiieiiieriicie e 70
REferencCes CRAPLET 2 ......ooiuiiiiieiieeie ettt ettt ettt st e et e et e et e e nbeesseeenbeenbeesseesnneenseennes 76

3.

Technical Foundations — how the Internet works and why technical remedies are of limited use 83
3.1 INETOAUCTION ..ottt ettt ettt a e 83
3.2. The Internet: A world without much GOVernance .............ccoccoeveeiiieiienienieeceieeeeeeeee 83

3.2.1. The Postal Union and the Treaty of Bern on International Postal Services — A different

APPIOACH ANA TEGIMIC ....eeniiiiiiieiiieiie ettt ettt et e st e et e e bt e see et e enbeessbesnseenseessseenseas 84
3.2.2. IETF RecOMMENAALIONS.......cccuiiiiiiieiiiieciieeciee ettt e eite e et e eeaveeeaeeeeveeesaseessaeesaseeesseesseeenns 85
3.3. A brief introduction to how the internet Works ...........c.cccooieiiiiiiiiiiiniiiiieee e, 88
3.3.1. Global Internet acCeSSIDIIILY ......eeeruiiiiiiieiieciieeeee e 88
3.3.2. Network ArChit@Cture TYPES ....eeeiieriieiieeiieiieeie ettt ettt ettt e staeseaeenneessaeennees 88
3.3.3. The IP-ProtOCo] ......cooiiiiieeieeee ettt st s 89
3.3.4. IP-Address asSIZNIMENL ........cceiuiieriieeiiieeieeeeieeeiteeeteeesteeeteeesiaeeestaeeesaeeessseeensneesnseeensseesnns 91
3.3.5. Tracing an IP-AddreSs.......ccueiiiiiiieiieeie ettt ettt ettt e et esaeeeabeenbeessaeensaas 92
3.3.6. Evade IP tracking .......c.ccooiiiiiiiiiiiieiee ettt e 94
3.3.7. Website encryption and trUSE..........ccveeiireriierieeieesieeie ettt ettt seeere et e saeeseesaeeesseeneees 94
3.3.7.1. Trustworthy certification authOTItIES .........c.eevuiiiiiiiiieiieeie e 96
3.3.8. Domains and the Domain Name SyStem............cccuveeiiiiiiiiiieiiieeiie et eee e 98
3.3.8.1. NAME TESOIULION ..cutiiiiiiiiiiiie ittt ettt e 100

3.3.8.2. Domain Blocking and Censoring ........c.ccceceeuerieriinieniinienieeienieeiesieesieeeesie e 101



10 COUNTERFAKE: A scientific basis for a policy fighting fake news and hate speech
3.4. Surveillance of Network traffic..........cooveiiiiiriiiie e 102
3.4.1. Implementing backdoors and weakening encryption...........ceccueeeeeerieerieriieenieenieeieeneenens 103
3.5. Cryptographic basics and ways to remain anonymous in the net ............cccceccveeeeveeeeieennenn. 104
3.5.1. BaSIC CrYPLOZIAPNY ...eeeuiiieeiiiieiiieeiie ettt ettt e et e et e e eb e e ebaeesaseeesaeesnneeennseens 104
3.5.1.1. SyMMELriC €NCTYPLION 1..uvveeeiiiieeiiieeeieeeiteeeieeeetteeeteeesreeetaeesbeeesaseeesaeessseeessseessseessseens 104
3.5.1.2. ASYMMELTIC @NCTYPLION ..vveeuiireeiiieeriieeeieeesieeessteeeteeessseeeseeessseeesseessseeessseesssseessseeessseens 105
3.5.2. Circumventing censorship by VPN .. ....cccoiiiiiiiiiiiiiciceceee e 106
3.5.3. Government and VPN .......ooiiiiiiiiiiieeee ettt 110
RIS IC 3 B 17 150 (0 111 5 [0 ) o RSP PRRUS 111
R I I B B QS ) 1) USRS 112
35420 NIS QIFECLIVE ..ottt ettt et sttt sttt sb e et sbe et st entesieens 112
3.5.5. A stronger alternative to VPNS: TOR ....c.ccoiiiiiiiiiiiiiceeeceececc e 113
3.5.5.1. The technical structure of the TOR-DIOWSET .........cccueruiriiriiiiniieiicieiecereeeeee e 113
3.5.5.2. Advantages and disadvantages of TOR .........cccccociiiiriiiiniiiiiniiceeceeceee e 115
3.5.5.3. USEIS OF TOR L.ttt ettt et ettt e bee e 116
3.6. Levels Of the WED ...c..ooiiii e 116
3.6.1. Domestic-0nly “INTEINEL” ..........oooiuiiiiiie et e e eeeneas 117
3.6.2. Real Name COMPUISOTY ...cccviiiiiiieeiiieciie ettt ettt e e et e e ssbeeesaeeenseeenanee s 118
3.7, S0CIAL MEAIA. ...ttt 118
3.7.1. Business models and features............ccooeerieriiiiiiiniieieneeeseee e 118
3.7.2. ALGOTIERIMS ... ettt et e et e et e et e e b e e sneeenbe e b eees 120
R T G155 1110 ) 6] 111 USRS 121

References CRAPLET 3 .......ooiiiiiiiie ettt ettt ettt st e e e e st e st e ebeeenaeenbeesaeesneeensean 125

4.  Legal foundation — do legal remedies WOTK?...........cccveviiiiiniininiiniiieceeeee e 127
4.1 INEFOAUCTION 1.ttt ettt s ettt e bt e s st e et e e st e esbeeabeesaeeenbeeaeesneeens 127
4.2, FAKE TIEWS ..cuveiiiteeieeie ettt ettt ettt et b e et a et st a e ettt be e 127
4.2.1. Local legislation regarding fake news (in Europe and other countries)...........c.ccceeeveenne. 128
4.2.1.1. Germany — Netzwerkdurchsetzungsgesetz (NetZDG).......coocvvveriieinieeeiieenieeeieeeeeee 128

4.2.1.2. France — Law against the Manipulation of Information..............ccoceeveiniiniiniinncnnen. 129



COUNTERFAKE: A scientific basis for a policy fighting fake news and hate speech 11

4.2.1.3. GLODAL ... ettt 130
4.2, 1.4, CONCIUSION . ...eiutiieiiieiie ettt ettt ettt et et e et e e st e et e e bt e ssbeenbe e seeenseebeesneeenseenseenneeens 132
4.2.2. Legal PrerEqUISILES ....vveeiiieeieiieetieeeiieeetiee ettt e e teeeeiveeetaeesaeeesaseeesaeesssaeessseeesseesnseeessseennns 133
4.2.2.1. A common definition is desirable to be able to take legal action against fake news..... 133
4.2.2.2. Different treatments depending on the perpetrator..........c.ccecvveecieeeeieeeciieeriee e 133
4.2.2.3. Are those regulations applicable to the internet? ............cccoeevvveviiieniieiciecceeeeeeee 134
4.2.3. HAte SPEECH ..ttt e ee e eabee e 136
4.2.3.1. The legal definition of hate SPEECh .........ccoviiriiiiiiiiiiciee e 136
4.2.3.1.1. Definition of hate speech as determined above............cceeecvieeiiiiniieiiiieeie e, 136
4.2.3.1.2. Different 1e@iSIations .........cc.eerieiiieiiieniieeie ettt ettt eaeesteesaeeenaeenseesaaeens 136
4.2.3.1.2.1. GEOIMIAMY ..vvvieiiieeiite ettt et ettt ettt e et e sttt e st e e sabeeeateesabteesabeeesbeesnbteesabeesnnseennns 136
4.2.3.1.2.2. FTAINCE ..uvvieeeiiiie ettt e ettt e e et e e s et e e e e seaaeeeenssaeeeensseeeennsaeaeannsaeaesanssaeesannns 137
4.2.3.1.2.3. AUSIIIA .ottt ettt ettt b et enee 137
4.2.3.1.2.4. Interim conclusion (member states of the EU)..........cccoooiiiiiiiiiiiiiniicceeee 137
4.2.3.1.2.5. United States Of AMETICA ......cceeeviiieiiieeiieeeiee et eee et e et eree e sreeeerreeeaeeesree e 137
4.2.3.1.3. Conclusion / Problem ..........ccouiiiiiiiiiiiiiieee e 138
4.2.3.1.3.1. International law / United NAtiONS ........cccceeiriiriiiieiiieeciee et evee e 138
4.2.3.1.3.2. EUropean UNIOMN.........cccueeiiiieiiiieeeiieeiieeeeieeeeteeeeiteesteeesaaeessneeessseeessseesnsseesssessnsseennns 138
4.2.3.1.3.3. Council Of EUTOPE ....cccuviiiiiiieiieiiie ettt et e eaee e 139
4.2.4. Are those regulations applicable to the internet? .............ccoeceevieriieeiiienienieceeee e 140
4.2.4.1. Determining the PerPetrator .........cccuieriieiiieiieiie ettt ettt et e e e 141
4.2.4.2. Le@al JUITSAICTION. .....eiiitiiiiiieeiiee ettt ettt et e e e st e e et eeetaeeenaeeesnseeenseesnnaeesnseeenns 141
4.2.5. Hate speech vs. freedom of expression and freedom of religion ..........c.cccceeeieeiieeniennns 143
4.3. Possible legal approaches..........cocioiiiiiioiiiei e 144
4.3.1. Platform Liability .....c.cooeiiiiiiiieiie ettt e e e rae e 144
4.3.2. BIOCKING ACCESS ...eeuviiiiieuiieiie ettt ettt ettt e st e et et essteeateesaeesnbeebeesaeesnseenseesaeaens 146
4.3.3. Liability of the INdividual ............ccccuiiiiiiiiiiiiee e 146
4.3.3. 1. DEEECLION ..ttt ettt ettt ettt ettt he e et e st ea 146

4.3.3.2. TAENTITICATION ..ot e e e e e e e e e et et eeaeeeeeeeeteeaa e aaaeeeeeeenenenens 147



12 COUNTERFAKE: A scientific basis for a policy fighting fake news and hate speech
4.3.3.3. Criminal PrOSECULION ....c..eiutiriiiiiiiieieet ettt sttt st 148
4.4, CONCIUSION.....eiiitiiiie ettt ettt ettt e ettt e stte et e ebeessteeabeesseesnbeebeesneesnneeseenneeens 148

RETerenCes CRAPLET 4 ......oooeiiiciiie ettt et et e et e et e e e eteeeseeessaeeesseesssaeessseeenseesnseennns 150

5. Open Government & Open Data as a feasible solution? ...........ccccceevviiiniiiiiiieciieecee e, 155
ST N 512 (0 Yo 1313 o) 4 USSR 155
5.2. Principles of GOOd GOVEINANCE .........cecvieeriiieeiieecieeeiieeeiee et e ereeesreeeeaeesaeeesveeeeneesanee s 155
5.2.1. Why is the 4th Principle “Openness and Transparency’ so important?..............cccceeuenee 158
5.3, TTANSPATEIICY ...veenevieiiieeiiee ettt et ee ettt e et te ettt e st e e st eeeateesabeeessbeeenseeeaseesnsaeesnseeensseesnseeennseens 159
53010 DEIINIEION L.ontiiiiiiiiiee ettt et be e et ettt 159
5.3.2. The Six Faces of TTanSParenCy ..........cccveecueerieeriienieeieeniieeireeieesseesseeesveeseesssessseeseesseessees 160
5.3.3. Benefits Of TranSParenCy.......ccuieiieiiierieeieeieeeiieete ettt et ettt et et eenseenseesaeeennes 162
5.4, 0PN GOVEITIMENL .....eiiiiiiieiiieiite ettt ettt e ettt e et e e bt e e st e e e bt e e ebteesabteeanbeesbteesabeeenaeeens 164
5.4.1. A first short definition of Open GOVernmMent.............ceecveeriierieniieniienie e 164
5.4.2. Benefits of Open GOVEIMIMENL . .......cc.eeiuiiiiiiiieiieeie ettt ettt seeebee e ebeesaee e 165
I 0 o) D 7 v SR PRR 166
55010 DEIINTEION ..ottt et ettt et e bt et be e eee 166
5.5.2. Benefits 0f Open Data ..........cccviiiiiiiiiieeieccee ettt eeree s 167
5.6. Issues with Open Data/Open Government/TranSparency .........ccocceeeeeveeerveeriuveeriveeeseeennens 167
5.7. The distinction between Open Government and Open Data.............ccceeveiieniiiienieencieeenen. 168
5.8. Transparency as a suitable way to avoid or reduce Fake News ..........cccccceevveniieiieniennnenne, 170
5.8.1. QuestionNNaire BUENOS AQTES......cc.eevuiieiieiiieiiieiiesiie ettt et ette ettt e eete s e saee e b enes 171
5.8.2. Threats of violence and harassment against politiCians ..........cccceevveeeriieerrieenieeenieenneenn 171
5.8.3. Corona vaccination in POrtugal ...........c.cooieriiiiiiiiiiiiiiciiceeee e 172
5.9, CONCIUSION. .. .uiiieiit ettt e et e e et e e et e e e be e e abeeessaeeesseeessseesnsaeessseeensseeensaeessseeas 173

References CRAPLET S .. ..oiiiiiieciie ettt e e et e et e e e te e e s sbeeesaeesssaeessseeenneessseennns 174

6.  EMPITical ANALYSIS ..ooooiiiiiiiiiieiieie ettt ettt ettt et es 177
0.1, QUESTIONNAITE .......vveiieiiiiieeeeiieeeeeete e e eete e e e ettt e e e eetaeeeeeeaaeeeeeaseeeeetseeeeeessseeeeensseeeeasseeeeanseeas 177
6.1.1. BaCKEIOUNA ..ottt ettt e et e e s eaeeenaeeenaeennsee s 177

6.1.2. DeSCTIPtIVE RESUILS....ccuviiiiiiiieiiieeiie ettt et et e e e e e saaee s 178



COUNTERFAKE: A scientific basis for a policy fighting fake news and hate speech 13

6.1.2.1. Definition Of FAKE NEWS ......ccciiiiriiiieiieierieieee ettt 178
6.1.2.2. Personal Experience with Hate Speech ...........cccoooiiiiiiiiiiiiniiiiiecce 178
6.1.2.3. Extent and Manifestation of Hate Speech ..........cccccuveviiiiniiiiiiiicece e 179
6.1.2.4. Personal Experience with Fake NEWS ........ccccoeviiiiiiiiiiiieiiieciceee e 180
6.1.2.5. Extent and Manifestation of Fake NeWs ..........ccccoiiiiiiiiiiiiiiiieee e 182
6.2, COUNTEITMEASUTES ...ceuutiieuiiieeiiieeriieeeiteeetteesateeesbteeeatteesatee e bt eesabeeeabbeesabeeesabeesanteesabeeensneesaaeeens 182
6.2.1. Technological and Legal REMEdIes .........c..cccveriiiiiiiiieiiieieeieece e 182
0.2.2. POlItICal REMEAIES .....ceuviiieniieiieiieiieeiiete ettt sttt 184
6.2.3. SUPPOTt INTTASTIUCTUTE ...eeeiiieiiiieeiie ettt et e e et e e e esaeeeaeeesnsee s 186
0.2.4. IMIOLIVES ...ttt ettt ettt ettt ettt h et ea e bt e st e s te et e ehe e bt en b e bt entenbeentesanens 186
0.3, SUMIMATY ...eiiiiiiiiiieet ettt ettt e et e e st e e it e e sabteesabeeeabeesabteesabeessbeesbeeenaseenn 187
References CRAPLET 6 ......cc.eiiiiiiieeie et ettt et et e st e et e sateenbeeseesaeeeas 188
LSt OF FI@UIES ...veeutieiie ettt ettt ettt et et et e sabe e bt e esaeeaseesaseenbeeseesseesnseenseenseaans 189

LSt OF TADIES .o e et e e e e e et e e e e e e e e e e e e e e e e e e e e aaaans 191



