
–

Abstract 
The concept of infrastructure related to the smart cities is being used to highlight the physical or 
social structures together with all the facilities that support the activities of a city helping it being 
functional. The concept itself refers to roads, railways, access points, buildings, distribution chains, 
water pipes and electricity lines, and, of course, digital networks. The article is focusing on the 
connection between the physical infrastructures with the digital ones, presenting, next to a 
bibliographic research made by the author, few technical solutions implemented successfully in the 
IoT field of development. In the same time there will be analyzed one of the biggest risks associated 
with the IoT, and that is related to privacy and security, risk that, due to the exponential growth of 
the numbers of equipment’s that are nowadays connected to the Internet along with the reduced time 
left for the developers to release a new product, they are bigger and stronger. The vulnerabilities 
once discovered do allow hackers to infect the system causing damages that are very difficult to 
handle – and, like hackers are not enough, governments, as well as marketing companies, are also 
threatening our privacy. 
 
1. Introduction 



–

2. Smart Infrastructure 

–



 

We can imagine the road transport network in a city that, equipped with an intelligent traffic 
light sensing and traffic sensing systems, is designed to streamline car traffic by optimally 
changing the traffic lights or even signaling bypass routes in order to avoid congestion.  
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day light, a smart transport network, a waste collection system that ‘takes’ the
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3. Internet of Things (IoT) 

–

–

–
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washing machines (the smart mobile phones, present in everyone‘s pocket, are the best proof of the 
development of this IT industry‘s segment).

Ten ways the Internet of Things is transforming our lives, 
Marketing for CA Technologies imagines the IoT in “silos” where sensor data make processes 



at can be achieved when a smart car and a smart grid on a city level start “talking” to each 

3.1. Components of an IoT product 
 
Sensors & cameras 

–

–

–



Connectivity

understand the energy consumption around the glove, that’s why a lot of hardware developers are 
–

Platform

Analytics 

–

User Interface 



3.2. IoT and Smart Cities 

–

–

– a simple typing of a city’s name can indicate on the map where different 

Thingful’s goal is not just to provide a map of existing public or private equipment, but also to 
–

Romania, was developed, thanks to the collaboration of „Lucian Blaga“ University of 

actors in the city‘s perimeter with information on air quality and noise pollution. The Faculty of 
Engineering within „Lucian Blaga“ University has developed hardware modules that can be placed 



3.3. Privacy and the Internet of Things 

–

wouldn’t be enough, cities like London, 
–

they don’t use a smartphone.

–

respected and the data they generate isn’t just being sold without they’re seeing no ben
Any other way won’t bring the full benefits of this generation of technologies, which might give us 

citizens’ degree of tolerance for the invasion of data collection equipment –

debate on the legislation that monitor individuals’ 



society means that there will be implications on the economic wellbeing of our cities, so it’s quite 

as the Internet connects everywhere it’s very important that when they connect with all the pieces of 

The most common questions here are: (1) „Who produces and controls the equipment?”, (2) „What 
do they measure?”, and (3) „Who has access to the data?”. All these questions are important and 

Dan Gârla u, from Oracle Romania, warned IT users that in the future smart cities may be more 

tarting the vehicle [24]. Shortly after the event, CNN tech has produced the „Watch thieves steal 
car by hacking keyless tech” material explaining each action of the hackers [

–
consultancy corporations, stated for The Independent in the UK that „a malicious hacker could use 
the information to manipulate traffic lights to cause jams and alter speed limits” [

said: “I see an opportunity to pay a premium for 
attributed from me,” he said, 

adding that he’d happily pay his fitness wearable provider another $1.99 (£1.33) a month not to sell 



“ ”
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n… It should be similar with the data that 

–
them as being “cool”, and by that they just sig

If we are to take that a bit further, then we will see that people aren’t addicted to the technology 

–

–

everyone’s life helping us to increase our comfort, satisfaction, level of ind
–

–
–
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