
Abstract 
Evoting systems are defined by the protocol system employed and two such protocols are the 
Envelope and Token protocols. On the 14 June 2017, the Council of Europe passed its 
recommendations for evoting systems for elections and referendums, which define requirements for 
the core functioning of an evoting system. This paper assesses these two main protocols and 
assesses their viability in context of the Recommendations.   
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Verification by the voter that the voters’ intention is accurately represented by the vote and 
that the “sealed vote” has entered the ballot box

, be provided, “that each authentic vote is accurately included in the …    
election results” and be independently verifiable f

Sound evidence, be provided that “only eligible voters’ votes have been included in the … 
election results” and be independently verifiable from the evoting system (SD 18);



Ensuring “that the secrecy of the vote be respected at all stages of the voting procedure.” 

Not providing the voter with proof of the content of a vote cast “for use by third parties.” 

, which verifies the voter’s 
voter’s constituency, for 

. The voter’s vote and the random number 

e. “It verifies voter eligibility, and acts as 
an intermediary to the back end vote storage server, which is not accessible from the Internet.”  [7, p. 705] 



key used to encrypt the vote and compares it with the voters’ intended choice. If there is a match the 

At this time, the outer envelope, which contains the voter’s digital signature

[7, p. 706] in order to compare the voter’s intention to all p

Vote Storage Server “(VSS) is a backend server that stores signed encrypted votes during the onl
Upon receiving a vote from the VFS, it confirms that the vote is formatted correctly and verifies the voter’s digital 
signature.” [7, p. 705]

Log Server “is an internal logging and monitoring platform that collects events and statistics from the VFS and VSS.” 



to check that the voter’s 

that is to provide “sound evidence” that the eligible voters’ votes has been included in the final 

recommendation: “The e voting system shall provide sound evidence …” instead of as in SD 15 
demanding that “The voter shall be able to verify that …”. Hence, one 

gible voters’ authentic 
unspecified “sound evidence” of verifiability



voter’s 

serve as a “pad”) and t (the t
“see” the t it is supposed to sign. The server sends back x . The client “extracts” the signed token by computing x

]. Note: All calculations are of course done modulo m, the modulus of the election system’s key pair 



anybody

any evoting system and are independent of the evoting protocols’ functionality. Ensuring that only 

Verification that the voter’s intention is accurately represented by the vote and the sealed vote has 

in order to treat paper and electronic voting in an equal way. SD 13 of the Recommendations states that “the e

preference for any of the voting options.” [2]



verifiability for an individual voter, therefore a voter’ r



“legitimate” voters’ decision. Therefore, “verification” using the envelope protocol is to simply 

and hence does not represent a complete audit trail, which is needed to “provide sound evidence”, 

secrecy in these protocols is achieved by “separating” the voter information from the ballot. 
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